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#1 Plan of Actions and Milestones (POA&Ms)

OVERALL PENDING POA&M STATUS BY SEVERITY

Moderate High Very High

racker
FRTIB has developed a tracker . b ' ' '

Average Days Pending* Average Days Pending* Average Days Pending* Average Days Pending® Average Days Pending*
XX XX

XX XX XX

and methodology to reconcile T o o e W

PENDING POA&M STATUS BY SYSTEM

.
I e ga Cy P OA & IVI S W I t h C l I r re n t Comparison 1: Pending System POA&Ms with Remediation Plan ID Comparison 2: Pending System POA&Ms without Remediation Plan ID

System System

[system __[very Low|_Low _moderate] _High _[very igh [system __|very Low _Low _|moderate| __High | _very Hign |
0 8 1 4 0 0 4 1 1 0

] .
I I I I ngs Avg Days 0 30 15 11 0 | AVE Days N 0 30 15 1 0|

This process will ensure all NS
required fields are complete 1

and duplicates are eliminated
prior to migration to the PENDING VERY HIGH and HIGH POA&M DETAILS

Number of Open POAGMs
&
Number of Ipen POAGMs

System High

a u to l I l ate d to O I [poARMID | Title | creation Date  |Actual Closure Datd Status Days Pending |
S¥5-01 Plan of Actions and Milestones Weakness title 1/0/1990 1/0/1900 Open 11
5Y5-02 Plan of Actions and Milestones Weakness title 1/0/1990 1/0/1900 Open 11
5¥5-03 Plan of Actions and Milestones Weakness title 1/0/1990 1/0/1900 Open 11
S¥S-04 Plan of Actions and Milestones Weakness title 1/0/19390 1/0/1900 Open 11
S¥5-05 Plan of Actions and Milestones Weakness title 1/0/1990 1/0/1900 Open 11
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# 2 Account Recertification and Metrics

Analysis
Account Recertification

Account Recertification process
started January 2020 (100% of
systems completed)

Next Account Recertification process
campaign set to kick-off April 2021

Additional reviews of the account
recertification process were added
to improve data quality
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Monthly Metrics Program

Increased use of system generated,
automated reporting to help reduce
human error

Developed a new procedure to
ensure that results are sourced,
tracked and recorded for improved
data quality
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FY 2021 FISMA Audit Targets

The chart below outlines the audit results for FY19 — FY20 and goals for FY21.

Level 4: Managed
and Measureable

Level 3: Consistently
Implemented

Level 2: Defined _

Level 1: Ad-hoc

RM CM IAM DPP ST

2019
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ISCM IR CP

+2 +1 +1 +1 +2 +2 +1

RM CM IAM DPP ST ISCM IR

B Prior Results

* Based on current FISMA construct; if new questions or domains are added, the outcomes are subject to revision.

2020

Target Growth*

+ Increase number of

questions at Level 4

RM CM IAM DPP ST ISCM IR

2021
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