FRTIB ENTERPRISE RISK ASSESSMENT

JAY AHUJA, CHIEF RISK OFFICER

OFFICE OF ENTERPRISE RISK MANAGEMENT (OERM)
November 28, 2017

__ %Thrift Savings Plan

FEDERAL RETIREMENT THRIFT INVESTMENT BOARD _
77 K Street, NE - Washington, DC - 20002 ts P4 gOV@ m

1-877-968-3778 - tsp.gov



Agenda

* Enterprise Risk Assessment Methodology
» Agency’s Enterprise Risk Dashboard
* Next Steps

i %Thrift Savings Plan




Enterprise Risk Assessment Methodology

* Partnered with the Executive Leadership Council (ELC) and ERM
Steering Committee to implement the Enterprise Risk Management

Framework

i * Conducted an entity-wide risk assessment identifying risks, risk ranking
and any unforeseen risks/changes in the environment in partnership
with the ELC and ERM Steering Committee

|
1

* Validated results with Risk Owners to finalize the Risk Assessment }
* Present Enterprise Risk Assessment to the ELC and Board }
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Methodology to Score Risks

« OERM faclilitated conversations with risk owners to discuss
risk impact to Strategic Goals and prioritized top risks based
on alignment/impact to Strategic Goals

o Strategic Objective weighting only “breaks the tie” between
two risks with the same score

Risk Remediation Formula

[Likelihood X X > [Equally-Weighted Strategic
Goals]
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Agency’s Initial Risk Score (pre-weighted)

Residual Risk Impact

1 2 3 4 5
Risk Likelihood
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Risk Scoring Formula Applying Weights (Example)

The table below provides an example of how weighted prioritization criteria allows FRTIB to rank top risks to the enterprise.

FRTIB Strategic Goals Remediation
Goal A Goal B Goal C  Goal D Priority Score
(25%) (25%) (25%) (25%)
Failure to maintain data integrity results in 20%25% + 20%25% +
individual participant account corruption 20 \/ \/ \/ 20%25% = 15
Program/contract oversight fails to assure that 16%25% + 16%¥25% +
products or services are delivered according to 16%25% = 12

contract terms; business requirements are not
recognized or documented in a timely mpanner;
business requirements are n
defined by the progr friA . ct

25%25% + 25%25% +
25 \/ \/ \/ 25%25% = 18.75

access or compromise of sensitive information

Inability to recover timely and resume critical 20%25% +

business functions following a major business 20 \/ \/ \/ \/ 20*25%+20%25%+20%25%
interruption event = 20

Inability to effectively recruit and retain highly- 16%25% + 16%25% = 8
skilled workforce to support the achievement of \/ \/

FRTIB business objectives and/or failure to 16

satisfactorily execute succession planning and
knowledge transfer

Alignment of FRTIB risks to FRTIB Strategic Goals is illustrative only.
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Enterprise Risks Dashboard Summary

ENTERPRISE RISK SCORES

High
6 (29%)

Medium 0—\
8 (38%)

Medium High
7 (33%)

i %Thrift Savings Plan




Enterprise Risks Dashboard Detail

FRTIE Top Enterprise Risks Report: Fiscal Year 2017
Board Report

FRTIB Strategic Goals

Risk Catedo. e Executive Risk Score GoalA | GoalB | GoalC | GoalD | Remediation
gory Typ owner (25%) | (25%) | (25%) | (25%) | Priority Rank

Failure to protect and secure information could
result from weaknesses or gaps in the security

Information Security | ram allowing unauthorized access, denial of | P aional | OTS 1
services or compromise of sensitive information.
Lack of adequate processes fo ensure service
Disaster Recovery | continuity across the entire could create Operational oTS P P P 1

disruptions covering the primary and alternate
processing facilities.

Lack of an implemented formal process could
Business Continuity | impede quick resumption of critical business Operational ORM A A A 3
processes impacted by natural or human events.

Failure to independently monitor, protect and
secure information assets from insiders who have
access fo FRTIB's network, system, or data, and/or
if employees intentionally exceed or intentionally Qperational QOERM A A A 3
use that access, could result in a significant impact
to the confidentiality, integrity, or availability of
FRTIB's information and/or information systems.

Insider Threat
Management

Lack of a formal process for system changes in the
Configuration | production environment that process critical
Management | business applications could create a potential for
unauthorized changes to software applications.

Operational oTs v v v 3

*

™
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Enterprise Risks Dashboard Detail

Risk Category

Stakeholder (Participant)
Confidence

FRTIB Top Enterprise Risks Report: Fiscal Year 2017

Inability to maintain stakeholder confidence could
result in the loss of FRTIB status as a trusted
financial provider.

Board Report

Type

Strategic

Executive

owner Risk Score

OED

TSP Account Security

Fraudulent/unauthorized access to TSP participant
accounts due to the increasing threats of data
breach incidents could result in a loss of FRTIB
status as a trusted provider of retirement services.

Operational

OoPs

Data Privacy

Failure to implement business policies and
processes related to the collection, analysis,
storage, and sharing of stakeholder personal
information and ensuring that the appropriate
controls are integrated into all FRTIB business
programs and strategic initiatives, could result in
legal risk and action by oversight entities and the
loss of FRTIB status as a trusted financial provider.

Operational

oGC

Contract Management

Inadequate oversight of vendor contracts could
result in excessive cost or poor service guality.
Further, a lack of awareness of vendors’ financial
and operational health could lead to an interruption
of key services critical to FRTIB and TSP
programs.

Operational

OCFO

Acquisition Planning

Lack of a mature acquisition planning process
could result in a failure to obtain relevant products
and services necessary to support the FRTIB and
TSP programs resulting in significant cost overruns
and inability to meet key business objectives.

Operational

OEP
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FRTIBE Strategic Goals

GoalA | GoalB | Goal C | Goal D | Remediation

(25%) | (25%) | (25%) | (25%) | Priority Rank
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Enterprise Risks Dashboard Detail

FRTIB Top Enterprize Rizkz Report: Fiscal Year 2017
Board Report

FHTIE Strategic Goals

Executive Risk Goal A |Goal B | Goal C | Goal D | Bemediation

Risk Category Dwner Score Priority Rank

Lack of an integrated sustern that ties critical

. buziness functions together could create a siloed
Mon-integrated systems

ervironment and inpede our abiliby to conduct Operational OCFO Medium v v 9
and processes . - . o

buziness operations in a zecure and efficient

rmanter.

Failure to properly manage data could result in data
lo== or corruptlor'!, =uboptinnal busm,ass |;|§0|3|0n3, Olperational OER Medium v v 9
reduced responzsiveness to external inguiries, and
inefficient processes and procedures.

Data Governance

Inahility to contral changes in Government
[changes in Adrinistration or Congressional
control] and external events [both unforezeen and
thoze previouslu known but not dealt with] could .

impact TSF participants behavior results in Strategic CED v 13
unforeseen changes in FRTIE business objectives
and Plan structure.

Governmental and
External Stakeholder
Events

Processes associated with handling of contracts
zuch as invitation to bid, bid evaluation, contract
award, contract implementation, computation of
pavments and measurement of work, completed
could be inadeguate resulling in excessive costs or
poor service quality

Contract Administration Operational OCFO v 13

Failure to immplernent all provisions of the law by
January 1, 2018 For Blended Retirerment prograr,
including Full integration with respective pavroll
offices u:u_uld result in FRTIE's credibilitw bew_‘ug Operational OFs v 13
comprorized, breakage for members, potential
congressional sanctions, and the request for
extending the go-live dauw [this request mayw require
legislative changes).

Statutory Compliance
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Enterprise Risks Dashboard Detail

FRTIB Top Enterprize Rizsks Report: Fizcal Year 2017
Board Report

FRTIB Strategic Goals

Executive Hizk Goal A | Goal B | Goal C | Goal D | Remediation

Risk Category Type Owner Score Priority Rank

Failure to cormnply with laws, regulations, and policies
Compliance |could resultinlegal risk and action by aversight

" Strategic aGc Medium v 16
enfities.

Broad economic changes that could immpact TSP

Economic Change | participants behavior could result in unforesesn
Events | changes in FRTIB business objectives and Plan

structure and poor retirernent outcomes,

Strategic ] Medium v 16

Inabiliby to effectively recruit and retain a highlw-
skilled workforce could resultin a Failure to achieve
Human Capital FRTIB businezs objectives and failure to

Management | zatizfactorily execute succession planning and
kriowledge transfer.

Strategic Rk Medium v 16

Lack of an effective project rmanagernent process
Project Management | couldinhibit accomplishment of scope, scheduling, | Strategic OerF Medium v 16
rezources, and technology components of a project.

Failure to adequately retain Agency information
Records Retention | could resultin nnn-cpmpllance with reu:lu:urds Clperational ORM Medium v 6

managerent regul ations, poor responsiveness to
FOIA and ather legal requests for data.

Unforezeen change in FRTIE senior leadership
(including Board rernbers] could result in the Strategic OeD Medium v 16
inability to achieve FRTIB business objectives.

Unforeseen Senior
Leadership Change
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Next Steps

Develop Agency risk appetite statements

Risk owners develop risk treatment plans for Enterprise dashboard risks

Conduct FY I8 annual Enterprise Risk Assessment

|
|
|
|

Monitor and report progress on risk treatment plans — quarterly to ELC
and bi-annual to Board
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