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Agenda

• Enterprise Risk Assessment Methodology
• Agency’s Enterprise Risk Dashboard
• Next Steps
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Enterprise Risk Assessment Methodology

1
• Partnered with the Executive Leadership Council (ELC) and ERM 

Steering Committee to implement the Enterprise Risk Management 
Framework

2

• Conducted an entity-wide risk assessment identifying risks, risk rankings, 
and any unforeseen risks/changes in the environment in partnership 
with the ELC and ERM Steering Committee

3
• Validated results with Risk Owners to finalize the Risk Assessment

4
• Present Enterprise Risk Assessment to the ELC and Board



Methodology to Score Risks

[Likelihood X Impact]
Risk Remediation Formula 

X  ∑ [Equally-Weighted Strategic 
Goals]

• OERM facilitated conversations with risk owners to discuss 
risk impact to Strategic Goals and prioritized top risks based 
on alignment/impact to Strategic Goals

• Strategic Objective weighting only “breaks the tie” between 
two risks with the same score
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Agency’s  Initial Risk Score (pre-weighted) 



The table below provides an example of how weighted prioritization criteria allows FRTIB to rank top risks to the enterprise.

Risk Scoring Formula Applying Weights (Example)

Risk Risk 
Score

FRTIB Strategic Goals Remediation 
Priority ScoreGoal A 

(25%)
Goal B 
(25%)

Goal C 
(25%)

Goal D 
(25%)

Failure to maintain data integrity results in 
individual participant account corruption 20 20*25% + 20*25% + 

20*25% = 15

Program/contract oversight fails to assure that 
products or services are delivered according to 
contract terms; business requirements are not 
recognized or documented in a timely manner; 
business requirements are not adequately 
defined by the program office…; ineffective 
means are used to acquire/procure required 
products or services

16

16*25% + 16*25% + 
16*25% = 12

Failure to protect and secure information assets 
from cyber-attacks that lead to unauthorized 
access or compromise of sensitive information

25
25*25% + 25*25% + 

25*25% = 18.75

Inability to recover timely and resume critical 
business functions following a major business 
interruption event

20
20*25% + 

20*25%+20*25%+20*25%
=  20

Inability to effectively recruit and retain highly-
skilled workforce to support the achievement of 
FRTIB business objectives and/or failure to 
satisfactorily execute succession planning and 
knowledge transfer

16

16*25% + 16*25% = 8

Alignment of FRTIB risks to FRTIB Strategic Goals is illustrative only.
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Enterprise Risks Dashboard Summary

High
6 (29%)

Medium High
7 (33%)

Medium 
8 (38%)

ENTERPRISE RISK SCORES

21
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Enterprise Risks Dashboard Detail
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Enterprise Risks Dashboard Detail
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Enterprise Risks Dashboard Detail
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Enterprise Risks Dashboard Detail
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Next Steps

1
• Develop Agency risk appetite statements

2
• Risk owners develop risk treatment plans for Enterprise dashboard risks

3
• Monitor and report progress on risk treatment plans – quarterly to ELC 

and bi-annual to Board

4
• Conduct FY18 annual Enterprise Risk Assessment
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