FEDERAL RETIREMENT THRIFT INVESTMENT BOARD
77K Street, NE  Washington, DC 20002

September 4, 2015

MEMORANDUM TO THE EXECUTIVE DIRECTOR

FROM: JAY AHUJA, CHIEF RISK OFFICER

SUBJECT: Summary of Recent Audit Reports issued by U.S. Department of Labor

As part of the Fiduciary Oversight Program, the U.S. Department of Labor (DOL)
Employee Benefits Security Administration (EBSA) conducts performance audits of the
Thrift Savings Plan (TSP). For fiscal year 2015, DOL informed us of their intention to
perform 16 performance audits which represented a substantial expansion of audit
activity from previous years. The Federal Retirement Thrift Investment Board (Agency)
staff has worked diligently to respond to the increased audit activity and has been
working with the DOL staff and their contractors (KPMG) to address the audit
requirements. During the months of July and August 2015, EBSA issued the following
three audit reports:

1) Government Securities Investment Fund Investment Operations performance
audit.

2) Loans Process performance audit.

3) Computer Access and Security Controls performance audit.

The objectives, scope, and results of each of the three audits are summarized below:

Government Securities Investment Fund Investment Operations Performance
Audit:

The objectives of the audit were to determine if US Treasury implemented certain
procedures related to i) accurately calculate G Fund interest rate and interest
earned and report these to the Agency, (ii) notify Congress and Agency when a
debt issuance suspension is necessary and when the suspension period ends
and iii) restore the G Fund upon expiration of a debt issuance suspension period.
Further, the objective was also to determine (i) if the Agency implemented
procedures to report to Treasury daily G Fund investments that would have been
invested or redeemed during debt issuance suspension periods and to test
compliance of the TSP G Fund investment operations with USC Title 5, Sections
8438(e)(2)(A), (9)(4-5), and (h)(1-2).

The scope period for testing was January 1, 2014 through December 31, 2014.

The audit report noted that the Agency met the audit objectives. The audit did not
note any instances of non-compliance with the Federal Employees’ Retirement
System Act (FERSA) in the G Fund investment operations. Further, the results of



the audit noted no prior recommendations and the current audit produced no new
recommendations.

Loans Process performance audit:

The objectives of the audit were to determine if the Agency implemented
procedures to (i) process TSP loan transactions promptly and accurately in
individual participant accounts and in the appropriate investment funds (ii)
disburse TSP loans in accordance with regulations and participant authorization
(iii) limit participation in the TSP loan program to participants who meet eligibility
criteria and (iv) accurately record loan activity in the TSP accounting records.
Further, the audit tested compliance with FERSA and applicable Agency
Regulations and determined the status of prior open audit recommendations.

The scope period for testing was January 1, 2014 through December 31, 2014.

The audit noted that the Agency met the audit objectives. The audit did not note
any instances of non-compliance with FERSA or Agency Regulations in the TSP
loans process. Further, the results of the audit noted closure of one prior audit
recommendation and produced no new recommendations.

The Computer Access and Security Controls performance audit:

The objectives of the audit were to determine if the Agency implemented
procedures to: (i) establish, document, and enforce a security program for TSP
systems, (ii) clearly define security administration and program responsibilities,
(iii) restrict access to authorized individuals to the facilities, data center, media
libraries, and critical information technology resources, (iv) enforce logical
controls over TSP systems (v) protect TSP sensitive information, including
personally identifiable information , and comply with Federal requirements (e.g.,
the Privacy Act) (vi) administer and remove user access to applications and (vii)
incorporate risk management into the TSP IT security environment to assess an
acceptable risk level.

The scope period for testing was January 1, 2014 through December 31, 2014.

The audit noted that the Agency met the audit objectives but noted internal
control weaknesses in certain areas that could adversely affect the TSP
computer access and security controls. The audit resulted in 10 new audit
recommendations. In addition, six recommendations from previous years remain
open. Of the six previous years’ recommendations, four were partially
implemented and two remain fully open.



The following is a summary of the open recommendations resulting from this

audit:

2015 10 All Fundamental

2013 2 1 Fundamental and 1 Other
2011 2 All Fundamental

2008 1 Fundamental

2007 1 Fundamental

The Agency has made a determination that public release of the full report, given
the sensitive information it contains, will negatively impact the Agency activity to
address the audit recommendations. As such, we are releasing only the
Executive Summary section of the report (Appendix I).

The Office of Enterprise Risk Management (OERM) will continue to work with all
appropriate Agency offices to resolve open audit recommendations. In addition, OERM
will update the status of all open audit recommendations as well as target dates for
completion on a monthly basis for a quarterly presentation to the Board.

Attachments

Fundamental control recommendations address significant procedures or processes that have been designed and operate to
reduce the risk that material intentional or unintentional processing errors could occur without timely detection or that assets are
inadequately safeguarded against loss. Other control recommendations address procedures or processes that are less significant
than fundamental controls.
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EXECUTIVE SUMMARY

Members of the edera etire ent Thrift nvestment oard
Washington, .C.

an ingwall

C ief Accountant

U.S. Department of abor, Employee enefit Security Administration
Washington, .C.

As part of the U.S. epartment of abor mployee enefits Security Administration (E SA)

iduciary Oversight Program, we conducted a performance audit of the Thrift Savi gs Plan
computer access and security co trols. Our fieldwork was performed from January 19, 2015
through ebruary 27, 2015, primarily at the Federal etirement Thrift nvestment oard’s Staff’s
(Agency) headquarters in Washington, .C. and at the Age cy’s contractor’s ocation in Virginia.

Our scope period for testing was January 1, 2014 through ecember 31, 20 4.

We conducted this performance audit in accordance with the performance audit standards
contained in Government Auditing Standards, issued by the Comptroller General of the nited
States. Those standards require that we plan and perform the audit to obtain sufficient, appropriate
audit evidence to provide a reasonable basis for ou findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable asis for our findings and
conclusions based on our objectives. Crite ia used for t is audit is defined in the =~ SA’s Thrift
Savings Plan Fiduciary Oversight Program, which inc udes the National nstitute of Standards
and Technology Special ublication 800-53, evision 4, Recommended Security Controls for

Federal Information Systems and Organizations.
The objectives of our audit over the TS computer access and security controls were to:

e  etermine whether the Agency impleme ted certain procedures to (1) establish, doc  ent, and
enforce a security program for TSP systems; (2) clearly define security administration and
progra responsibilities; (3) restrict access to authorized individuals to the facilities, data
center, media libraries, and critical information technology ( T) resources; (4) enforce logical
controls over the TS systems mainframe, operating system, network, and database
environment and provide security consistent with ederal requirements; (5) protect TS

sensitive information, including personally identifiable information, and com ly with Federal



requirements (e.g., the Privacy Act); (6) administer and remove user access to applications;
and (7) incorporate risk management into the TSP IT security environment and assess an
acceptable risk level for the major applications and overall operations.

e Determine the status of all prior EBSA TSP computer access and security controls open

recommendations.

We present ten new recommendations related to TSP computer access and security controls, all of
which address fundamental controls. Fundamental control recommendations address significant
procedures or processes that have been designed and operate to reduce the risk that material
intentional or unintentional processing errors could occur without timely detection or that assets
are inadequately safeguarded against loss. Section III.C presents the details that support the
current year findings and recommendations.

Based upon the performance audit procedures conducted and the results obtained, we have met
our audit objectives. We conclude that for the period January 1, 2014 through December 31, 2014,
the Agency implemented certain procedures to (1) establish, document, and enforce a security
program for TSP systems; (2) clearly define security administration and program responsibilities;
(3) restrict access to authorized individuals to the facilities, data center, media libraries, and critical
IT resources; (4) enforce logical controls over the TSP system mainframe, operating system,
network, and database environment and provide security consistent with Federal requirements; (5)
protect TSP sensitive information, including personally identifiable information, and comply with
Federal requirements (e.g., the Privacy Act); (6) administer and remove user access to applications;
and (7) incorporate risk management into the TSP IT security environment and assess an
acceptable risk level for the major applications and overall operations. However, we noted internal
control weaknesses in certain areas that could adversely affect the TSP computer access and
security controls.

We also reviewed ten prior EBSA recommendations related to the TSP computer access and
security controls process, to determine their current status. Section III.B documents the status of
these prior recommendations. In summary, one recommendation has been implemented and
closed, four recommendations have been partially implemented and remain open, two
recommendations have not been implemented and remain open, and three recommendations were

partially or not implemented but were closed and reissued under other recommendations.
The Agency’s responses to the recommendations, including the Executive Director’s formal reply,

ii



are included as an appendix withi the report (Appendix A). The Agency concurred wit all of
the recommendations, except for the classification of Recommendation No. 2015-10 as
fundamental. oweve , because of the sensitive nature of participant data, we determi ed that this

recommendation addresses fundamental co trols.

This performance audit did not constitute an audit of the TS ’s financial statements in accordance
with Government Auditing Standards. K MG was not engaged to, and did not render an opinion
on the Agency’s internal controls over financial reporting or over financial management systems.

G cautions that projecting the results of this audit to future periods is subject to the risks that
controls ay become inadequate because of changes in conditions or because compliance with

controls may deteriorate.

While we understand that this re ort may be used to make the results of our performance audit
available to the public in accordance with Government Auditing Standards, this report is intended
for the information and use of the .S. epartment of Labor mployee Benefit Security
Administration, embers of the Federal etirement Thrift vestment Board, and Agency
management. The report is not intended to be, and should not be, used by anyone other than these

specified parties.

M LP

July 17,2015
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